IN THE MATTER OF AN INDEPENDENT REVIEW PROCESS BEFORE THE

INTERNATIONAL CENTRE FOR DISPUTE RESOLUTION

CORN LAKE, LLC, ICDR Case No.

Claimant,

V.

INTERNET CORPORATION FOR ASSIGNED
NAMES AND NUMBERS,

Respondent.

)
)
)
)
)
)
)
)
)
)
)

COMPENDIUM OF EXHIBITS IN SUPPORT OF
REQUEST FOR INDEPENDENT REVIEW PROCESS
BY CORN LAKE, LLC

RE NEW gTLD APPLICATION FOR .CHARITY

THE IP & TECHNOLOGY LEGAL GROUP, P.C.
John M. Genga’Contact Information Redacted

Don C. Moody'Contact Information Redacted
Khurram A. Nizami'Contact Information Redacted
Contact Information Redacted

http://newgtlddisputes.com

Attorneys for Claimant
CORN LAKE, LLC



COMPENDIUM OF EXHIBITS

Ex # | Description

1 Corn Lake, LLC June 2012 application for .CHARITY, App. ID 1-1384-49318

2 10 12 March 2013 objection to Corn Lake application

3 | Corn Lake 6 June 2013 response to 10 objection

4 10 22 August 2013 reply in further support of objection

5 Corn Lake 6 September 2013 sur-reply in further support of opposition to objection

6 Corn Lake 3 December 2013 further requested submission

7 Panel 13 December 2013 denial of Corn Lake further requested submission

8 Panel 9 January 2014 objection determination against Corn Lake

9 Donuts Public Interest Commitment (PIC)

10 | Spring Registry Ltd. June 2012 application for .CHARITY

11 | Panel 9 January 2014 objection determination in favor of SRL

12 | SRLPIC

13 | ICANN 29 October 2013 letter to GAC, attaching form PIC

14 | NGPC 5 February 2014 resolutions, including Annexes 1 and 2 thereto

15 | 11 February 2014 Proposed Review Mechanism

16 | NGPC 12 October 2014 resolution

17 | Extension of IRP deadline

On behalf of Corn Lake, the undersigned represents that true and correct copies of the
foregoing are attached hereto under dividers bearing the exhibit numbers corresponding with each as

listed above.

DATED: March 24, 2015 THE IP and TECHNOLOGY LEGAL GROUP, P.C.

By:____/img/
John M. Genga
Attorneys for Claimant CORN LAKE, LLC
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ICANN New gTLD Application

&

ICANN
New gTLD Application Submitted to ICANN by: Corn Lake, LLC

String: charity
Originally Posted: 13 June 2012

Application ID: 1-1384-49318

Applicant Information

1. Full legal name

Corn Lake, LLC

2. Address of the principal place of business

Contact Information Redacted

3. Phone number

Contact Information Redacted

4. Fax number

Contact Information Redacted

5. If applicable, website or URL
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Primary Contact

6(a). Name

Daniel Schindler

6(b). Title

EVP, Donuts Inc.

6(c). Address

6(d). Phone Number

Contact Information Redacted

6(e). Fax Number

6(f). Email Address

Contact Information Redacted

Secondary Contact

7(a). Name

Jonathon Nevett

7(b). Title

EVP, Donuts Inc.
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7(c). Address

7(d). Phone Number

Contact Information Redacted

7(e). Fax Number

7(f). Email Address

Contact Information Redacted

Proof of Legal Establishment

8(a). Legal form of the Applicant

Limited Liability Company

8(b). State the specific national or other jursidiction that defines the type of entity
identified in 8(a).

Delaware. http:~~delcode.delaware.gov-title6-c018-sc01~index.shtml

8(c). Attach evidence of the applicant's establishment.

Attachments are not displayed on this form.

9(a). If applying company is publicly traded, provide the exchange and symbol.

9(b). If the applying entity is a subsidiary, provide the parent company.

Dozen Donuts, LLC
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9(c). If the applying entity is a joint venture, list all joint venture partners.

Applicant Background

11(a). Name(s) and position(s) of all directors

11(b). Name(s) and position(s) of all officers and partners

11(c). Name(s) and position(s) of all shareholders holding at least 15% of shares

||Dozen Donuts, LLC ||N/A||

11(d). For an applying entity that does not have directors, officers, partners, or
shareholders: Name(s) and position(s) of all individuals having legal or executive
responsibility

||Pau| Stahura [[CEO, Donuts Inc. ||

Applied-for gTLD string

13. Provide the applied-for gTLD string. If an IDN, provide the U-label.

charity

14(a). If an IDN, provide the A-label (beginning with "xn--").

14(b). If an IDN, provide the meaning or restatement of the string in English, that is, a
description of the literal meaning of the string in the opinion of the applicant.
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14(c). If an IDN, provide the language of the label (in English).

14(c). If an IDN, provide the language of the label (as referenced by ISO-639-1).

14(d). If an IDN, provide the script of the label (in English).

14(d). If an IDN, provide the script of the label (as referenced by ISO 15924).

14(e). If an IDN, list all code points contained in the U-label according to Unicode
form.

15(a). If an IDN, Attach IDN Tables for the proposed registry.

Attachments are not displayed on this form.

15(b). Describe the process used for development of the IDN tables submitted,
including consultations and sources used.

15(c). List any variant strings to the applied-for gTLD string according to the relevant
IDN tables.

16. Describe the applicant's efforts to ensure that there are no known operational or
rendering problems concerning the applied-for gTLD string. If such issues are
known, describe steps that will be taken to mitigate these issues in software and
other applications.

Donuts has conducted technical analysis on the applied-for string, and concluded that there are no known potential operational or rendering issues
associated with the string.

The following sections discuss the potential operational or rendering problems that can arise, and how Donuts mitigates them.
## Compliance and Interoperability

The applied-for string conforms to all relevant RFCs, as well as the string requirements set forth in Section 2.2.1.3.2 of the Applicant Guidebook.
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## Mixing Scripts

If a domain name label contains characters from different scripts, it has a higher likelihood of encountering rendering issues. If the mixing of scripts
‘occurs within the top-level label, any rendering issue would affect all domain names registered under it. If occurring within second level labels, its
ill-effects are confined to the domain names with such labels.

All characters in the applied-for gTLD string are taken from a single script. In addition, Donuts’s IDN policies are deliberately conservative and

compliant with the ICANN Guidelines for the Implementation of IDN Version 3.0. Specifically, Donuts does not allow mixed-script labels to be
registered at the second level, except for languages with established orthographies and conventions that require the commingled use of multiple

scripts, e.g. Japanese.

## Interaction Between Labels

Even with the above issue appropriately restricted, it is possible that a domain name composed of labels with different properties such as script and
directionality may introduce unintended rendering behaviour.

Donuts adopts a conservative strategy when offering IDN registrations. In particular, it ensures that any IDN language tables used for offering IDN
second level registrations involve only scripts and characters that would not pose a risk when combined with the top level label.
## Immature Scripts

Scripts or characters added in Unicode versions newer than 3.2 (on which IDNA2003 was based) may encounter interoperability issues due to the
lack of software support.

Donuts does not currently plan to offer registration of labels containing such scripts or characters.

## Other Issues

To further contain the risks of operation or rendering problems, Donuts currently does not offer registration of labels containing combining
charr]ac;[]ers or characters that require IDNA contextual rules handling. It may reconsider this decision in cases where a language has a clear need for
such characters.

Donuts understands that the following may be construed as operational or rendering issues, but considers them out of the scope of this question.
Ne\_/erthelessh, it will take reasonable steps to protect registrants and Internet users by working with vendors and relevant language communities to
mitigate such issues.

- missing fonts causing string to fail to render correctly; and
- universal acceptance of the TLD,;

17. (OPTIONAL) Provide a representation of the label according to the International
Phonetic Alphabet (http://www.langsci.ucl.ac.uk/ipa/).

Mission/Purpose

18(a). Describe the mission/purpose of your proposed gTLD.

Q18A SV CHAR: 7846

ABOUT DONUTS

Donuts Inc. is the parent applicant for this and multiple other TLDs. The company intends to increase competition and consumer choice at the top
level. It will operate these carefully selected TLDs safely and securely in a shared resources business model. To achieve its objectives, Donuts has
recruited seasoned executive management with proven track records of excellence in the industry. In addition to this business and operational
experience, the Donuts team also has contributed broadly to industry policymaking and regulation, successfuIIY launched TLDs, built industry-
leading companies from the ground up, and brought innovation, value and choice to the domain name marketplace.

ABOUT DONUTS’ RESOURCES . ) ) o )
Donuts’ has raised more than US$100 million from a number of capital sources for TLDs. Our well-resourced, capable and skilled organization will
operate these TLDs and benefit Internet users by:

1. Providing the operational and financial stability necessary for TLDs of all sizes, but particularly for those with smaller volume (which are more

likely to succeed within a shared resources model);
2. Competing more powerfully against incumbent gTLDs; and
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3. More thoroughly and uniformly executing consumer and rights holder protections.

THE .CHARITY TLD

This TLD is attractive and useful to end-users as it better facilitates search, self-expression, information sharing and the provision of legitimate
goods and services. Along with the other TLDs in the Donuts family, this TLD will provide Internet users with opportunities for online identities
and expression that do not currently exist. In doing so, the TLD will introduce significant consumer choice and competition to the Internet
namespace — the very purpose of ICANN’s new TLD program.

This TLD is a generic term and its second level names will be attractive to a variety of Internet users. Making this TLD available to a broad
audience of registrants is consistent with the competition goals of the New TLD expansion program, and consistent with ICANN’s objective of
maximizing Internet participation. Donuts believes in an open Internet and, accordingly, we will encourage inclusiveness in the registration
policies for this TLD. In order to avoid harm to legitimate registrants, Donuts will not artificially deny access, on the basis of identity alone
(without legal cause), to a TLD that represents a generic form of activity and expression.

The .CHARITY TLD will be of interest to the millions of persons and organizations worldwide involved in philanthropy, humanitarian outreach,
and the benevolent care of those in need. This broad and diverse set includes organizations that collect and distribute funds and materials for
charities, provide for individuals and groups with medical or other special needs, and raise awareness for issues and conditions that would benefit
from additional resources. In addition, the term CHARITY, which connotes kindness toward others, is a means for expression for those devoted to
compassion and good will. We would operate the .CHARITY TLD in the best interest of registrants who use the TLD in varied ways, and in a
legitimate and secure manner.

DONUTS’ APPROACH TO PROTECTIONS

No ent_it?/, or group of entities, has exclusive riﬂhts to own or register second level names in this TLD. There are superior ways to minimize the
potential abuse of second level names, and in this aﬁp!lcatlon Donuts will describe and commit to an extensive array of protections against abuse,
including protections against the abuse of trademark rights.

We recognize some applicants seek to address harms by constraining access to the registration of second level names. However, we believe
attempts to limit abuse b?/ limiting registrant eligibility is unnecessarily restrictive and harms users by denying access to many legitimate registrants.

Restrictions on second level domain eligibility would prevent law-abiding individuals and organizations from participating in a space to which
they are legitimately connected, and would inhibit the sort of positive innovation we intend to see in this TLD. As detailed throughout this
application, we have struck the correct balance between consumer and business safety, and open access to second level names.

By applying our array of protection mechanisms, Donuts will make this TLD a place for Internet users that is far safer than existing TLDs. Donuts
will strive to operate this TLD with fewer incidences of fraud and abuse than occur in incumbent TLDs. In addition, Donuts commits to work
toward a downward trend in such incidents.

OUR PROTECTIONS

Donuts has consulted with and evaluated the ideas of international law enforcement, consumer privacy advocacy organizations, intellectual property
interests and other Internet industry groups to create a set of protections that far exceed those in existing TLDs, and bring to the Internet namespace
nearly two dozen new rights and protection mechanisms to raise user safety and protection to a new level.

Thhese include eight, innovative and forceful mechanisms and resources that far exceed the already powerful protections in the applicant guidebook.
These are:

. Periodic audit of Whols data for accuracy;

. Remediation of inaccurate Whois data, including takedown, if warranted;

A new Domain Protected Marks List (DPML) product for trademark protection;
. A new Claims Plus product for trademark protection;

. Terms of use that prohibit illegal or abusive activity;

. Limitations on domain proxy and privacy service;

. Published policies and procedures that define abusive activity; and

. Proper resourcing for all of the functions above.

ONOUTAWNE

They also include fourteen new measures that were developed specifically by ICANN for the new TLD process. These are:

. Controls to ensure proper access to domain management functions;

. 24/1/365 abuse ﬁoint of contact at registr?/;

. _F;ch§d\>1vrﬁs Ifor andling complaints of illegal or abusive activity, including remediation and takedown processes;
. Thic ols;

. Use of the Trademark Clearinghouse;

. A Sunrise process;

. A Trademark Claims process;

. Adherence to the Uniform Rapid Suspension system;

. Adherence to the Uniform Domain Name Dispute Resolution Policy;
10. Adherence to the Post Delegation Dispute Resolution Policy;

11. Detailed security policies and procedures;

12. Strong security controls for access, threat analysis and audit;

13. Implementation DNSSEC; and

14. Measures for the prevention of orphan glue records.

OCO~NOOOIRARWNEF

Due to the level of end-user trust potentially associated with this string, and consistent with the requirements of Question 30, Donuts will employ
these additional four, protections:

1. For this string, to supplement the periodic audit documented above, a deeper and more extensive verification of Whois data accuracy, with
associated remediation and takedown processes.

2. Exclusion of registrars with a history of poor compliance;

3. Regular monitoring by the registry of registered domains for pharming, phishing, spam, botnets, copyright infringement and other forms of
abuse, and remediation and takedown processes; and

4. In addition to registry-based procedures, requirements that registrars have a 24/7/365 abuse contact, and remediation and takedown processes.
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DONUTS’ INTENTION FOR THIS TLD

As a senior government authority has recently said, “a successful applicant is entrusted with operating a critical piece of global Internet
infrastructure.” Donuts’ plan and intent is for this TLD to serve the international community by bringing new users online through opportunities for
economic growth, increased productivity, the exchange of ideas and information and greater self-expression.

18(b). How do you expect that your proposed gTLD will benefit registrants, Internet
users, and others?

Q18B SV CHAR: 8719
DONUTS’ PLACE WITHIN ICANN’S MISSION

ICANN and the new TLD program share the following purposes: ) )
1. To make sure that the Internet remains as safe, stable and secure as possible, while ) ) )
2. Helping to ensure there is a vibrant competitive marketplace to efficiently bring the benefits of the namespace to registrants and users alike.

ICANN harnesses the power of private enterprise to bring forth these public benefits. While pursuing its interests, Donuts helps ICANN
accomplish its objectives by:

1. Significantly widening competition and choice in Internet identities with hundreds of new top-level domain choices;

2. Providing innovative, robust, and easy-to-use new services, names and tools for users, registrants, registrars, and registries while at the same
time safeguar inlg the rights of others;

3. Designing, launching, and securely operating carefully selected TLDs in multiple languages and character sets; and

4. Providing a financially robust corporate umbrella under which its new TLDs will be protected and can thrive.

ABOUT DONUTS’ RESOURCES

Donuts’ financial resources are extensive. The company has raised more than US$100 million from a number of capital sources including multiple
multi-billion dollar venture capital and private equity funds, a top-tier bank, and other well-capitalized investors. Should circumstances warrant,
Donuts is prepared to raise additional funding from current or new investors. Donuts also has in glace pre-funded, Continued Operations
Instruments to protect future registrants. These resource commitments mean Donuts has the capability and intent to launch, expand and operate its
TLDs in a secure manner, and to properly protect Internet users and rights-holders from potential abuse.

Donuts firmly believes a capable and skilled organization will operate multiple TLDs and benefit Internet users by:

1. Providing the operational and financial stability necessary for TLDs of all sizes, but particularly for those with smaller volume (which are more
likely to succeed within a shared resources and shared services model);

2. Competing more powerfully against incumbent gTLDs; and

3. More thoroughly and uniformly executing consumer and rights holder protections.

bDOEu'tf will be the industry leader in customer service, reputation and choice. The reputation of this, and other TLDs in the Donuts portfolio, will
e built on:

1. Our successful launch and marketplace reach;

2. The stability of registry operations; and

3. The effectiveness of our protection mechanisms.

THE GOAL OF THIS TLD

This and other Donuts TLDs represent discrete segments of commerce and human interest, and will give Internet users a better vehicle for reaching
audiences. In reviewing potential strings, we deeply researched discrete industries and sectors of human activity and consulted extensive data
sources relevant to the online experience. Our methodology resulted in the selection of this TLD — one that offers a very high level of user utility,
precision in content delivery, and ability to contribute positively to economic growth.

SERVICE LEVELS

Donuts will endeavor to provide a service level that is higher than any existing TLD. Donuts’ commitment is to meet and exceed ICANN-mandated
availability requirements, and to provide industry-leading services, including non-mandatory consumer and rights protection mechanisms (as
described in answers to Questions 28, 29, and 30) for a beneficial customer experience.

REPUTATION

As noted, Donuts management enjoys a reputation of excellence as domain name industry contributors and innovators. This management team is
committed to the successful expansion of the Internet, the secure operation of the DNS, and the creation of a new segment of the web that will be
admired and respected.

The Donuts registry and its operations are built on the following principles:

1. More meaningful product choice for registrants and users;

2. Innovative services;

3. Competitive pricing; and ) .

4. A more secure environment with better protections.

These attributes will flow to every TLD we operate. This string’s reputation will develop as a compelling product choice, with innovative offerings,
competitive pricing, and safeguards for consumers, businesses and other users.
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Finally, the Donuts team has significant operational experience with registrars, and will collaborate knowledgeably with this channel to deliver new
registration opportunities to end-users in way that is consistent with Donuts principles.

NAMESPACE COMPETITION

This TLD will contribute significantly to the current namespace. It will present multiple new domain name alternatives compared to existing
generic and country code TLDs. The DNS today offers very limited addressing choices, especially for registrants who seek a specific identity.

INNOVATION

Donuts will provide innovative registration methods that allow registrants the opportunity to secure an important identity using a variety of easy-to-
use tools that fit individual needs and preferences.

Consistent with our principle of innovation, Donuts will be a leader in rights protection, shielding those that deserve protection and not unfairly
limiting or directing those that don’t. As detailed in this application, far-reaching protections will be provided in this TLD. Nevertheless, the
Donuts approach is inclusive, and second level registrations in this TLD will be available to any responsible registrant with an affinity for this
s'irlr]g:l_We will use our significant protection mechanisms to prevent and eradicate abuse, rather than attempting to do so by limiting registrant
eligibility.

This TLD will contribute to the user experience by offering registration alternatives that better meet registrants’ identity needs, and by providing
more intuitive methods for users to locate products, services and information. This TLD also will contribute to marketplace diversity, an important
element of user experience. In addition, Donuts will offer its sales channel a suite of innovative registration products that are inviting, practical and
useful to registrants.

As noted, Donuts will be inclusive in its registration policies and will not limit registrant eligibility at the second level at the moment of registration.

Restricting access to second level names in this broadly generic TLD would cause more harm than benefit by denying domain access to legitimate
registrants. Therefore, rather than artificially limiting registrant access, we will control abuse by carefully and uniformly implementing our
extensive range of user and rights protections.

Donuts will not limit eligibility or otherwise exclude legitimate registrants in second level names. Our primary focus will be the behavior of
registrants, not their identity.

Donuts will specifically adhere to ICANN-required registration policies and will comply with all requirements of the Registry Agreement and
associated specifications regarding registration policies. Further, Donuts will not tolerate abuse or illegal activity in this TLD, and will have strict
registration policies that provide for remediation and takedown as necessary.

Donuts TLDs will comply with all applicable laws and regulations regarding privacy and data protection. Donuts will provide a highly secure
registry environment for registrant and user data (detailed information on measures to protect data is available in our technical response).

Donuts will permit the use of proxy and privacy services for registrations in this TLD, as there are important, legitimate uses for such services
(including free speech rights and the avoidance of spam). Donuts will limit how such proxy and privacy services are offered (details on these
limitations are provided In our technical response). Our approach balances the needs of legitimate and responsible registrants with the need to
identify registrants who illegally use second level domains.

Donuts will build on ICANN’s outreach and media coverage for the new TLD Program and will initiate its own effort to educate Internet users and
rights holders about the launch of this TLD. Donuts will employ three specific communications efforts. We will:

1. Communicate to the media, analysts, and directly to registrants about the Donuts enterprise.

2. Build on existing relationships to create an open dialogue with registrars about what to expect from Donuts, and about the protections required by
ang registrar selling this TLD.

3. Communicate directly to end-users, media and third parties interested in the attributes and benefits of this TLD.

18(c). What operating rules will you adopt to eliminate or minimize social costs?

Q18C Standard CHAR: 1440

Generally, during the Sunrise phase of this TLD, Donuts will conduct an auction if there are two or more competing applications from validated
trademark holders for the same second level name. Alternatively, if there is a defined trademark classification reflective of this TLD, Donuts may
give preference to second-level applicants with rights in that classification of goods and services. Post-Sunrise, requests for registration will
generally be on a first-come, first-served basis.

Donuts may offer reduced pricing for registrants interested in long-term registration, and potentially to those who commit to publicizing their use of
the TLD. Other advantaged pricing may apply in selective cases, including bulk purchase pricing.

Donuts will comply with all ICANN-related requirements regarding price increases: advance notice of any renewal price increase (with the
opportunity for existing registrants to renew for up to ten years at their current pricing); and advance notice of any increase in initial registration
pricing.

The company does not otherwise intend, at this time, to make contractual commitments regarding pricing. Donuts has made every effort to correctly

price its offerings for end-user value prior to launch. Our objective is to avoid any disruption to our customers after they have registered. We do
not plan or anticipate significant price increases over time.
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Community-based Designation

19. Is the application for a community-based TLD?

No

20(a). Provide the name and full description of the community that the applicant is
committing to serve.

20(b). Explain the applicant's relationship to the community identified in 20(a).

20(c). Provide a description of the community-based purpose of the applied-for gTLD.

20(d). Explain the relationship between the applied-for gTLD string and the
community identified in 20(a).

20(e). Provide a description of the applicant's intended registration policies in
support of the community-based purpose of the applied-for gTLD.

20(f). Attach any written endorsements from institutions/groups representative of the
community identified in 20(a).

Attachments are not displayed on this form.

Geographic Names

21(a). Is the application for a geographic name?

No
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Protection of Geographic Names

22. Describe proposed measures for protection of geographic names at the second
and other levels in the applied-for gTLD.

Q22 CHAR: 4979

As previously discussed (in our response to Q18: Mission/Purpose) Donuts believes in an open Internet. Consistent with this we also believe in an
open DNS, where second level domain names are available to all registrants who act responsibly.

The range of second level names protected by Specification 5 of the Registry Operator contract is extensive (approx. 2,000 strings are blocked).
This list resulted from a lengthy process of collaboration and compromise between members of the ICANN community, including the
Governmental Advisory Committee. Donuts believes this list represents a healthy balance between the protection of national naming interests and
free speech on the Internet.

Donuts does not intend to block second level names beyond those detailed in Specification 5. Should a (Izjeographi_c name be registered in this TLD
and used for illegal or abusive activity Donuts will remedy this by applying the array of protections implemented in this TLD. (For details about
these protections please see our responses to Questions 18, 28, 29 and 30).

Donuts will strictly adhere to the relevant provisions of Specification 5 of the New gTLD Agreement. Specifically:

1. QII two-character labels will be initially reserved, and released only upon agreement between Donuts and the relevant government and country
code manager.

2. At the segcond level, country and territory names will be reserved at the second and other levels according to these standards:

2.1. Short form (in English) of country and territory names documented in the 1SO 3166-1 list;

2.2. Names of countries and territories as documented by the United Nations Group of Experts on Geographical Names, Technical Reference
Manual for the Standardization of Geographical Names, Part 111 Names of Countries of the World; and

2.3. The list of United Nations member states in six official UN languages, as prepared by the Working Group on Country Names of the United
Nations Conference on the Standardization of Geographical Names.

Donuts will initially reserve country and territor?/ names at the second level and at all other levels within the TLD. Donuts supports this
requirer(’jnent by using the following internationally recognized lists to develop a comprehensive master list of all geographic names that are initially
reserved:

1. The short form (in English) of all country and territory names contained on the ISO 3166-1 list, including the European Union, which is
exceptionally reserved on the 1ISO 3166-1 List, and its scope extended in August 1999 to any application needing to represent the name European
Union [httpAvww.iso.org/isosupportcountry_codesdso_3166_code_listsiso-3166-1_decoding_table htm#EU].

2. The United Nations Group of Experts on Geographical Names, Technical Reference Manual for the Standardization of Geographical Names, Part
111 Names of Countries of the World.

3. The list of UN member states in six official UN languages prepared by the Working Group on Country Names of the United Nations Conference
on the standardization of Geographical Names

4. The 2-letter alpha-2 code of all country and territory names contained on the I1SO 3166-1 list, including all reserved and unassigned codes

This comprehensive list of names will be ineligible for registration. Only in consultation with the GAC and ICANN would Donuts developa
proposal Tor release of these reserved names, and seek approval accordingly. Donuts understands governmental processes require time-consuming,
mu t!adepartment consultations. Accordingly, we will apportion more than adequate time for the GAC and its members to review any proposal we
provide.

Donuts recognizes the potential use of country and territory names at the third level. We will address and mitigate attempted third-level use of
geographic names as part of our operations.

Donuts’ list of geographic names will be transmitted to Registrars as part of the onboarding process and will also be made available to the public via
the TLD website. Changes to the list are anticipated to be rare; however, Donuts will regularly review and revise the list as changes are made by
government authorities.

For purposes of clarity the following will occur for a domain that is reserved by the registry:

1. An a(\j/ailability check for a domain in the reserved list will result in a “not available™ status. The reason given will indicate that the domain is
reserved.

2. An attempt to register a domain name in the reserved list will result in an error.

3. An EPP info request will result in an error indicating the domain name was not found.

4. Queries for a reserved name in the WHOIS system will display information indicating the reserved status and indicate it is not registered nor is
avallable for registration.

5. Reserved names will not be published or used in the zone in any way.

6. Queries for a reserved name in the DNS will result in an NXDOMAIN response.
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Registry Services

23. Provide name and full description of all the Registry Services to be provided.

Q23 CHAR: 22971

TLD Applicant is applying to become an ICANN accredited Top Level Domain (TLD) registry. TLD Applicant meets the operational, technical,
and financial capability re_?juwements to pursue, secure and operate the TLD registry. The resgonses to technical capability questions were Erepared
to demonstrate, with confidence, that the technical capabilities of TLD Applicant meet and substantially exceed the requirements proposed by
ICANN.

The following response describes our registry services, as implemented by Donuts and our partners. Such partners include Demand Media Europe
Limited (DMEL) for back-end registry services; AusRegistry Pty Ltd. (ARI) for Domain Name System (DNS) services and Domain Name Service
Security Extensions (DNSSEC); an independent consultant for abuse mitigation and prevention consultation; Equinix and SuperNap for datacenter
facilities and infrastructure; and Iron Mountain Intellectual Property Management, Inc. (Iron Mountain) for data escrow services. For simplicity, the
term “company” and the use of the possessive pronouns “we”, “us”, “our”, “ours”, etc., all refer collectively to Donuts and our subcontracted

service providers.

DMEL is a wholly-owned subsidiary of DMIH Limited, a well-capitalized Irish corporation whose ultimate parent company is Demand Media, Inc.,
a Ieading content and social media company listed on the New York Stock Exchange (ticker: DMD). DMEL is structured to operate a robust and
reliable Shared Registration System by leveraging the infrastructure and expertise of DMIH and Demand Media, Inc., which includes years of
experience in the operation side for domain names in both gTLDs and ccTLDs for over 10 years.

1.0. EXECUTIVE SUMMARY

We offer all of the customary services for cProp_er operation of a gTLD registry using an approach designed to support the security and stability
necessary to ensure continuous uptime and optimal registry functionality for registrants and Internet users alike.

2.0. REGISTRY SERVICES
2.1. Receipt of Data from registrars

The process of registering a domain name and the subsequent maintenance involves interactions between registrars and the registry. These
interactions are facilitated by the registry through the Shared Registration System (SRS) through two interfaces:

- EPP: A standards-based XML protocol over a secure network channel. )
- Web: A web based interface that exposes all of the same functionality as EPP yet accessible through a web browser.

Registrants wishing to register and maintain their domain name registrations must do so through an ICANN accredited registrar. The XML
protocol, called the Extensible Provisioning Protocol (EPP) is the standard protocol widely used by registrars to communicate provisioning actions.
Alternatively, registrars may use the web interface to create and manage registrations.

The registry is implemented as a “thick” registry meaning that domain registrations must have contact information associated with each. Contact
information will be collected by registrars and associated with domain registrations.

2.1.1. SRS EPP Interface

The SRS EPP Interface is provided by a software service that provides network based connectivity. The EPP software is highly compliant with all
appropriate RFCs including:

- RFC 5730 Extensible Provisioning Protocol (EPP

- RFC 5731 Extensible Provisioning Protocol (EPP) Domain Name Mapping

- RFC 5732 Extensible Provisioning Protocol (EPP) Host Mapping

- RFC 5733 Extensible Provisioning Protocol (EPP) Contact Mapping

- RFC 5734 Extensible Provisioning Protocol (EPP) Transport over TCP

- RFC 5910 Domain Name System (DNS) Security Extensions for Extensible Provisioning Protocol (EPP)
- RFC 3915 Domain Registry Grace Period Mapping for EPP

2.1.1.1. SRS EPP Interface Security Considerations

Security precautions are put in place to ensure transactions are received only from authorized registrars in a private, secure manner. Registrars must
provide the registry with narrow subnet ranges, allowing the registry to restrict network connections that originate only from these pre-arranged
networks. The source IP address is verified against the authentication data received from the connection to further validate the source of the
connection. Registrars may only establish a limited number of connections and the network traffic is rate limited to ensure that all registrars receive
the s%mekqgality of service. Network connections to the EPP server must be secured with TLS. The revocation status and validity of the certificate
are checked.

Successful negotiation of a TLS session begins the process of authentication using the protocol elements of EPP. Registrars are not permitted to

coP_tC}nqe Wi}hout a successful EPP session establishment. The EPP server validates the credential information passed by the registrar along with
validation of:
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- Certificate revocation status

- Certificate chain

- Certificate Common Name matches the Common Name the registry has listed for the source IP address
- User name and password are correct and match those listed for the source IP address

In the event a registrar creates a level of activity that threatens the service quality of other registrars, the service has the ability to rate limit
individual registrars.

2.1.1.2. SRS EPP Interface Stability Considerations

To ensure the stability of the EPP Interface software, strict change controls and access controls are in place. Changes to the software must be
approved by management and go through a rigorous testing and staged deployment procedure.

Additional stability is achieved by carefully regulating the available computing resources. A policy of conservative usage thresholds leaves an
equitable amount of computing resources available to handle spikes and service management.

2.1.2. SRS Web Interface

The SRS web interface is an alternative way to access EPP functionality using a web interface, providing the features necessary for effective
operations of the registry. This interface uses the HTTPS protocol for secure web communication. Because users can be located worldwide, as with
the EPP interface, the web interface is available to all registrars over multiple network paths. ) ) )

Additional functionality is available to registrars to assist them in managmg_thelr account. For instance, registrars are able to view their account
balance in near real time as well as the status of the registry services. In addition, notifications that are sent out in email are available for viewing.
2.1.2.1. Web Interface Security Considerations

Only registrars are authorized to use the SRS web interface, and therefore the web interface has several security measures to prevent abuse. The web
interface requires an encrypted network channel using the HTTPS protocol. Attempts to access the interface through a clear channel are redirected
to the encrypted channel.

The web interface restricts access by requiring each user to present authentication credentials before proceeding. In addition to the typical user name
and password combinations, the web interface also requires the user to possess a hardware security key as a second factor of authentication.

Registrars are provided a tool to create and manage users that are associated with their account. With these tools, they can set access and
authorization levels for their staff.

2.1.2.2. Web Interface Stability Considerations

Both the EPP interface and web interface use a common service provider to perform the work required to fulfill their requests. This provides
consistency across both interfaces and ensures all policies and security rules are applied.

The software providing services for both interfaces executes on a farm of servers, distributing the load more evenly ensuring stability is maintained.
2.2. Dissemination of TLD Zone Files

2.2.1. Communication of Status Information of TLD Zone Servers to Registrars

The status of TLD zone servers and their ability to reflect changes in the SRS is of great importance to registrars and Internet users alike. We ensure
that any change from normal operations is communicated to the relevant stakeholders as soon as is appropriate. Such communication might be prior
to the status change, during the status change andor after the status change (and subsequent reversion to normal) — as appropriate to the party
being informed and the circumstance of the status change.

Normal operations are:

- DNS servers respond within SLAs for DNS resolution. )
- Changes in the SRS are reflected in the zone file according to the DNS update time SLA.

The SLAs are those from Specification 10 of the Registry Agreement.

A deviation from normal operations, whether it is registry wide or restricted to a single DNS node, will result in the appropriate status
communication being sent.

2.2.2. Communication Policy

We maintain close communication with registrars regarding the performance and consistency of the TLD zone servers.

A contact database containing relevant contact information for each registrar is maintained. In many cases, this includes multiple forms of contact,
including email, phone and physical mailing address. Additionally, up-to-date status information of the TLD zone servers is provided within the
SRS Web Interface.

Communication using the registrar contact information discussed above will occur prior to any maintenance that has the potential to effect the
access to, consistency of, or reliability of the TLD zone servers. If such maintenance is required within a short timeframe, immediate
communication occurs using the above contact information. In either case, the nature of the maintenance and how it affects the consistency or
accessibility of the TLD zone servers, and the estimated time for full restoration, are included within the communication.

That being said, the TLD zone server infrastructure has been designed in such a way that we expect no downtime. Only individual sites will
potentially require downtime for maintenance; however the DNS service itself will continue to operate with 100% availability.

2.2.3. Security and Stability Considerations
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We restrict zone server status communication to registrars, thereby limiting the scope for malicious abuse of any maintenance window.
Additionally, we ensure registrars have effective operational procedures to deal with any status change of the TLD nameservers and will seek to
align its communication policy to those procedures.

2.3. Zone File Access Provider Integration

Individuals or organizations that wish to have a copy of the full zone file can do so usin(];_ the Zone Data Access service. This process is still
evolving; however the basic requirements are unlikely to change. All registries will publish the zone file in a common format accessible via secure
FTP at an agreed URL.

DMEL will fully comply with the processes and procedures dictated by the Centralized Zone Data Access Provider (CZDA Provider or what it
evolves into) for adding and removing Zone File access consumers from its authentication systems. This includes:

- Zone file format and location.

- Availability of the zone file access host via FTP. ) o

- Logging of requests to the service (including the IP address, time, user and activity log).
- Access frequency.

2.4. Zone File Update

To ensure chandges within the SRS are reflected in the zone file rapidly and securely, we update the zone file on the TLD zone servers following a
staged but rapid propagation of zone update information from the SRS, outwards to the TLD zone servers - which are visible to the Internet. As
changes to the SRS data occur, those changes are updated to isolated systems which act as the authoritative primary server for the zone, but remain
inaccessible to systems outside our network. The primary servers notify the designated secondary servers, which service queries for the TLD zone
from the public. Upon notification, the secondary servers transfer the incremental changes to the zone and publicly present those changes.

The mechanisms for ensuring consistency within and between updates are fully implemented in our TLD zone update procedures. These
mechanisms ensure updates are quickly propagated while the data remains consistent within each incremental update, regardless of the speed or
order of individual update transactions.

2.5. Operation of Zone Servers
ARI maintains TLD zone servers which act as the authoritative servers to which the TLD is delegated.
2.5.1. Security and Operational Considerations of Zone Server Operations

The potential risks associated with operating TLD zone servers are recognized by us such that we will perform the steps required to protect the
integrity and consistency of the information they provide, as well as to grotect the availability and accessibility of those servers to hosts on the
Internet. The TLD zone servers comply with all relevant RFCs for DNS and DNSSEC, as well as BCPs for the operation and hosting of DNS
servers. The TLD zone servers will be updated to support any relevant new enhancements or improvements adopted by the IETF.

The DNS servers are geographically dispersed across multiple secure data centers in strategic locations around the world. By combining multi-
gpmed servers and geographic diversity, ARI’s zone servers remain impervious to site level, supplier level or geographic level operational
isruption.

The TLD zone servers are protected from accessibility loss by malicious intent or misadventure, via the provision of significant over-capacity of
resources and access paths. Multiple independent network paths are provided to each TLD zone server and the query servicing caﬂacny of the
n_etvx_/?_rk exlce_eds the extremely conservatively anticipated peak load requirements by at least 10 times, to prevent loss of service should query loads
significantly increase.

As well as the authentication, authorization and consistency checks carried out by the registrar access systems and DNS update mechanisms, ARI
reduces the scope for alteration of DNS data by following strict DNS operational practices:

- TLD zone servers are not shared with other services.

- The primary authoritative TLD zone server is inaccessible outside ARI’s network.

- TLD zone servers only serve authoritative information.

- The TLD zone is signed with DNSSEC and a DNSSEC PracticePolicy Statement published.

2.6. Dissemination of Domain Registration Information

Domain name registration information is required for a variety of purﬁo_ses. Our registry provides this information through the required WHOIS
service through a standard text based network protocol on port 43. Whois also is provided on the registry’s web site using a standard web interface.
Both interfaces are publically available at no cost to the user and are reachable worldwide.

The information displayed by the Whois service consists not only of the domain name but also of relevant contact information associated with the
domain. It also identifies nameserver delegation and the registrar of record. This service is available to any Internet user, and use of it does not
require prior authorization or permission.

2.6.1. Whois Port 43 Interface

The Whois port 43 interface consists of a standard Transmission Control Protocol (TCP) server that answers requests for information over port 43 in
compliance with IETF RFC 3912. For each query, the TCP server accepts the connection over port 43 and then waits for a set time for the query to
be sent. This communication occurs via clear, unencrypted ASCII text. If a properly formatted and valid query is received, the registry database is
queried for the registration data. If registration data exists, it is returned to the service where it is then formatted and delivered to the requesting
client. Each query connection is short-lived. Once the output is transmitted, the server closes the connection.

2.6.2. Whois Web Interface

The Whois web interface also uses clear, unencrypted text. The web interface is in an HTML format suitable for web browsers. This interface is
also available over an encrypted channel on port 43 using the HTTPS protocol.

1-1384-49318_CHARITY .html[9/4/2014 5:09:42 PM]



ICANN New gTLD Application

2.6.3. Security and Stability Considerations

Abuse of the Whois system through data mining is a concern as it can impact system performance and reduce the quality of service to legitimate
users. The Whois system mitigates this type of abuse by detecting and limiting bulk qluery access from single sources. It does this in two ways: 1)
by rate limiting queries by non-authorized parties; and 2) by ensuring all queries result in responses that do not include data sets representing

significant portions of the registration database.

]Icn addition, the Whois web interface adds a simple challenge-response CAPCHA that requires a user to type in the characters displayed in image
ormat.

Both systems have blacklist functionality to provide a complete block to individual IPs or IP ranges.

2.7. Internationalized Domain Names (IDNs)

An Internationalized Domain Name (IDN) contains at least one label that is displayed in a specific language script in IDN aware software. We will
offer registration of second level IDN labels at launch,

IDNSs are published into the TLD zone. The SRS EPP and Web Interfaces also support IDNs.

The IDN implementation is fully compliant with the IDNA 2008 suite of standards (RFC 5890, 5891, 5892 and 5893) as well as the ICANN
Guidelines for the Implementation of IDN Version 3.0 (http/Www.icann.org/ervfesourcesﬁdmmﬁlementation-guidelines> . To ensure stability and
security, we have adopted a conservative approach in our IDN registration policies, as well as technical implementation.

All IDN registrations must be requested using the A-label form, and accompanied by an RFC 5646 language tag identifying the corresponding
language table published by the registry. The candidate A-label is processed according to the registration protocol as specified in Section 4 of RFC
5891, with full U-label validation. Specifically, the “Registry Restrictions” steps specified in Section 4.3 of RFC 5891 are implemented by
validating the U-label against the identified language table to ensure that the set of characters in the U-label is a proper subset of the character
repertoire listed in the language table.

2.7.1. IDN Stability Considerations

To avoid the intentional or accidental registration of visually similar characters, and to avoid identity confusion between domains, there are several

restrictions on the registration of IDNs.

Domains registered within a particular language are restricted to only the characters of that language. This avoids the use of visually similar

cgﬂgcters within one language which mimic the appearance of a label within another language, regardless of whether that label is already within the
or not.

Child domains are restricted to a specific language and registrations are prevented in one language being confused with a registration in another

language; for example Cyrillic a (U+0430) and Latin a (U+0061).

2.8. DNSSEC

DNSSEC provides a set of extensions to the DNS that allow an Internet user (normally the resolver acting on a user’s behalf) to validate that the
DNS responses they receive were not manipulated en-route.

This type of fraud, commonl?/ called ‘man in the middle’, allows a malicious party to misdirect Internet users. DNSSEC allows a domain owner to
sign their domain and to publish the signature, so that all DNS consumers who visit that domain can validate that the responses they receive are as
the domain owner intended.

Registries, as the operators of the parent domain for registrants, must publish the DNSSEC material received from registrants, so that Internet users
can trust the material they receive from the domain owner. This is commonly referred to as a “chain of trust.” Internet users trust the root (operated
by IANA), which %ublishes the registries” DNSSEC material, therefore registries inherit this trust. Domain owners within the TLD subsequently
inherit trust from the parent domain when the registry publishes their DNSSEC material.

In accordance with new gTLD requirements, the TLD zone will be DNSSEC signed and the receipt of DNSSEC material from registrars for child
domains is supported in all provisioning systems.

2.8.1. Stability and Operational Considerations for DNSSEC
2.8.1.1. DNSSEC Practice Statement

ARI’s DNSSEC Practice Statement is included in our response to Question 43. The DPS following the guidelines set out in the draft IETF DNSOP
DNSSEC DPS Framework document.

2.8.1.2. Resolution Stability

DNSSEC is considered to have made the DNS more trustworthy; however some transitional considerations need to be taken into account. DNSSEC
increases the size and complexity of DNS responses. ARI ensures the TLD zone servers are accessible and offer consistent responses over UDP and
TCP

The increased UDP and TCP traffic which results from DNSSEC is accounted for in both network path access and TLD zone server capacity. ARI
will ensure that capacity planning appropriately accommodates the expected increase in traffic over time.

ARI complies with all relevant RFCs and best Practice guides in operating a DNSSEC-signed TLD. This includes conforming to algorithm updates
as appropriate. To ensure Key Signing Key Rollover procedures for child domains are predictable, DS records will be ﬁublished as soon as they are
received via either the EPP server or SRS Web Interface. This allows child domain operators to rollover their keys with the assurance that their
timeframes for both old and new keys are reliable.

3.0. APPROACH TO SECURITY AND STABILITY

Stability and security of the Internet is an important consideration for the re%istr_y system. To ensure that the regist?/ services are reliably secured
and remain stable under all conditions, DMEL takes a conservative approach with the operation and architecture of the registry system.

By architecting all registry services to use the least Brivileged access to systems and data, risk is significantly reduced for other systems and the

registry services as a whole should any one service become compromised. By continuing that principal through to our procedures and processes, we
ensure that only access that is necessary to perform tasks is given. ARI has a comprehensive approach to security modeled of the ISO27001 series
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of standards and explored further in the relevant questions of this response.

By ensuring all our services adhering to all relevant standards, DMEL ensures that entities which interact with the registry services do so in a
predictable and consistent manner. When variations or enhancements to services are made, they are also aligned with the appropriate
interoperability standards.

Demonstration of Technical & Operational Capability

24. Shared Registration System (SRS) Performance

Q24 CHAR: 19964

TLD Applicant is applying to become an ICANN accredited Top Level Domain (TLD) registry. TLD Applicant meets the operational, technical,
and financial capability re_céluwements to pursue, secure and operate the TLD registry. The resgonses to technical capability questions were grepared
to demonstrate, with confidence, that the technical capabilities of TLD Applicant meet and substantially exceed the requirements proposed by
ICANN.

1.0. INTRODUCTION

Our Shared Registration System (SRS) complies fully with Specification 6, Section 1.2 and the SLA Matrix provided with Specification 10 in
ICANN’s Registry Agreement and is in line with the projections outlined in our responses to Questions 31 and 46. The services provided by the
SRS are critical to the proper functioning of a TLD registry.

Wg will adhere to these commitments by operating a robust and reliable SRS founded on best practices and experience in the domain name
industry.

2.0. TECHNICAL OVERVIEW

A TLD operator must ensure registry services are available at all times for both registrants and the Internet community as a whole. To meet this
goal, our SRS was specifically engineered to Provid_e the finest levels of service derived from a long pedigree of excellence and experience in the
omain name industry. This pedigree of excellence includes a long history of technical excellence providing long running, highly available and

high-performing services that help thousands of companies derive their livelihoods.

Our SRS services will give registrars standardized access points to provision and manage domain name registration data. We will provide registrars
with two interfaces: an EPP protocol over TCPAP and a web site accessible from any web browser (note: throughout this document, references to
the SRS are inclusive of both these interfaces).

Initial re.j(];istration i)eriods will comply with Specification 6 and will be in one (1) year increments up to a maximum of ten (10) years. Registration
terms will not be allowed to exceed ten (10) years. In addition, renewal periods also will be in one-year increments and renewal periods will only
allow an extension of the registration period of up to ten years from the time of renewal.

The performance of the SRS is critical for the proper functioning of a TLD. Poor performance of the registration systems can adversely impact
registrar systems that depend on its responsiveness. Our SRS is committed to exceeding the performance specifications described in Specification
10in all cases. To ensure that we are well within specifications for performance, we will test our system on a regular basis during development to
ensure that changes have not impacted performance in a material way. In addition, we will monitor production systems to ensure compliance. If
internal thresholds are exceeded, the issue will be escalated, analyzed and addressed.

Our SfRS will offer registry services that support Internationalized Domain Names (IDNs). Registrations can be made through both the EPP and web
interfaces.

3.0. ROBUST AND RELIABLE ARCHITECTURE ) ) ] )

To ensure quality of design, the SRS software was designed and written by seasoned and experienced software developers. This team designed the
SRS using modern software architecture principles geared toward ensuring flexibility in its design not only to meet business needs but also to make
it easy to understand, maintain and test.

A classic 3-tier design was used for the architecture of the system. 3-tier is a well-proven architecture that brings flexibility to the system by
abstracting the application layer from the protocol layer. The data tier is isolated and only accessible by the services tier. 3-tier adds an additional
layer of security by minimizing access to the data tier through possible exploits of the protocol layer.

The protocol and services layers are fully redundant. A minimum of three physical servers is in place in both the protocol and services layers.
Communications are balanced across the servers. Load balancing is accomplished with a redundant load balancer pair.

4.0. SOFTWARE QUALITY

The software for the SRS, as well as other registry systems, was developed using an approach that ensures that every line of source code is peer
reviewed and source code is not checked into the source code repository without the accompanying automated tests that exercise the new

functionality. The development team responsible for building the SRS and other registry software applies continuous integration practices to all
software projects; all developers work on an up-to-date code base and are required to synchronize their code base with the master code base and
resolve any incompatibilities before checking in. Every source code check-in triggers an automated build and test process to ensure a minimum
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level of quality. Each day an automated “daily build” is created, automatically deployed to servers and a fully-automated test suite run against it.
Any failures are automatically assigned to developers to resolve in the morning when they arrive.

When extensive test passes are in order for release candidates, these developers use a test harness designed to run usability scenarios that exercise

the full gamut of use cases, including accelerated full registration life cycles. These scenarios can be entered into the system using various

distributions of activity. For instance, the test harness can be run to stress the system by changing the distribution of scenarios or to stress the system

dby qﬁaggeratlng particular scenarios to simulate land rushes or, for long running duration scenarios, a more common day-to-day business
Istribution.

5.0. SOFTWARE COMPLIANCE

The EPP interface to our SRS is compliant with current RFCs relating to EPP protocols and best practices. This includes RFCs 5910, 5730, 5731,
5732, 5733 and 5734. Since we are also supporting Registry Grace Period functionality, we are also compliant with RFC 3915. Details of our
compliance with these specifications are provided in our response to Question 25. We are also committed to maintaining compliance with future
RFC revisions as they apply as documented in Section 1.2 of Specification 6 of the new gTLD Agreement.

We strive to be forward-thinking and will support the emerging standards of both IPv6 and DNSSEC on our SRS platform. The SRS was designed
and has been tested to accept IPv6 format addresses for nameserver glue records and provision them to the gTLD zone. In addition, key registry
services will be accessible over both IPv4 and IPv6. These include both the SRS EPP and SRS web-based interfaces, both port 43 and web-based
WHOIS interfaces and DNS, among others. For details regarding our IPv6 reachability plans, please refer to our response to Question 36.

DNSSEC services are provided, and we will comply with Specification 6. Additionally, our DNSSEC implementation complies with RFCs 4033,
4034, 4035, and 4509; and we commit to complying with the successors of these RFCs and following the best practices described in RFC 4641.
Additional compliance and commitment details on our DNSSEC services can be found in our response to Question 43.

6.0. DATABASE OPERATIONS

The database for our gTLD is Microsoft SQL Server 2008 R2. It is an industry-leading database engine used by companies requiring the highest
level of security, reliability and trust. Case studies highlighting SQL Server’s reliability and use indicate its successful application in many
industries, including major financial institutions such as Visa, Union Bank of Israel, KeyBank, TBC Bank, Paymark, Coca-Cola, Washington State
voter registration and many others. In addition, Microsoft SQL Server provides a number of features that ease the management and maintenance of
the system. Additional details about our database system can be found in our response to Question 33.

Our SRS architecture ensures security, consistency and quality in a number of ways. To prevent eavesdropping, the services tier communicates with
the database over a secure channel. The SRS is architected to ensure all data written to the database is atomic. By convention, leave all matters of
atomicity are left to the database. This ensures consistency of the data and reduces the chance of error. So that we can examine data versions at any
point in time, all changes to the database are written to an audit database. The audit data contains all previous and new values and the datetime of
the change. The audit data is saved as part of each atomic transaction to ensure consistency.

To minimize the chance of data loss due to a disk failure, the database uses an array of redundant disks for storage. In addition, maintain an exact
dui)llcate of the primary site is maintained in a secondary datacenter. All hardware is fully duplicated and set up to take over operations at any time.
All database operations are replicated to the secondary datacenter via synchronous replication. The secondary datacenter always maintains an exact
copy of our live data as the transactions occur.

7.0. REDUNDANT HARDWARE

The SRS is composed of several pieces of hardware that are critical to its proper functioning, reliability and scale. At least two of each hardware
component comprises the SRS, makin? the service fully redundant. Any component can fail, and the system is designed to use the facility of its_
pair. The EPP interface to the SRS will operate with more than two servers to provide the capacity required to meet our projected scale as described
in Question 46: Projections Template.

8.0. HORIZONTALLY SCALABLE

ng_ SRS IisI dedsigned to scale horizontally. That means that, as the needs of the registry grow, additional servers can be easily added to handle
additional loads.

The database is a clustered 2-node pair configured for both redundancy and performance. Both nodes participate in serving the needs of the SRS. A
single node can easHel handle the transactional load of the SRS should one node fail. In addition, there is an identical 2-node cluster in our backup
datacenter. All data from the primary database is continuously replicated to the backup datacenter.

Not only is the registry database storage medium specified to provide the excess of capacity necessary to allow for significant growth, it is also
configured to use techniques, such as data sharing, to achieve horizontal scale by distributing logical groups of data across additional hardware. For
further detail on the scalability of our SRS, please refer to our response to Question 31.

9.0. REDUNDANT HOT FAILOVER SITE

We understand the need for maximizing uptime. As such, our plan includes maintaining at all times a warm failover site in a separate datacenter for
the SRS and other key registry services. Our planned failover site contains an exact replica of the hardware and software configuration contained in
the primary site. Registration data will be replicated to the failover site continuously over a secure connection to keep the failover site in sync.

Failing over an SRS is not a trivial task. In contrast, web site failover can be as simple as changing a DNS entry. Failing over the SRS, and in
particular the EPP interface, requires careful planning and consideration as well as training and a well-documented procedure. Details of our
failover procedures as well as our testing plans are detailed in our response to Question 41.

10.0. SECURE ACCESS
To ensure security, access to the EPP interface by registrars is restricted by IPSubnet. Access Control Lists (ACLs) are entered into our routers to
allow access only from a restricted, contiguous subnet from registrars. Secure and private communication over mutually authenticated TLS is

required. Authentication credentials and certificate data are exchanged in an out-of-band mechanism. Connections made to the EPP interface that
successfully establish an EPP session are subject to server policies that dictate connection maximum lifetime and minimal activity to maintain the
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session.

To ensure fair and equal access for all registrars, as well as maintain a high level of service, we will use traffic shaping hardware to ensure all
registrars receive an equal number of resources from the system.

To further ensure security, access to the SRS web interface is over the public Internet via an encrypted HTTPS channel. Each registrar will be
issued master credentials for accessing the web interface. Each registrar also will be required to use 2-factor authentication when logging in. We
will issue a set of Yubikey (http:/yubico.com) 2-factor, one-time password USB keys for authenticating with the web site. When the SRS web
intedrfac_e Ireceives the credentials plus the one-time password from the Yubikey, it communicates with a RADIUS authentication server to check the
credentials.

11.0. OPERATING A ROBUST AND RELIABLE SRS
11.1. AUTOMATED DEPLOYMENT

To minimize human error during a deplc()jyment, we use a fully-automated package and deployment system. This system ensures that all
dependencies, configuration changes and database components are included every time. To ensure the package is appropriate for the system, the
system also verifies the version of system we are upgrading.

11.2. CHANGE MANAGEMENT

We use a chanﬂe management system for changes and deployments to critical systems. Because the SRS is considered a critical system, it is also
subject to all change management procedures. The chan?e management system covers all software development changes, operating system and
networking hardware changes and patching. Before implementation, all change orders entered into the system must be reviewed with careful
scrutiny and approved by appropriate management. New documentation and procedures are written; and customer service, operations, and
monitoring staff are trained on any new functionality added that may impact their areas.

11.3. PATCH MANAGEMENT

Upon release, all operating system security patches are tested in the staging environment against the production code base. Once approved, patches
are rolled out to one node of each farm. An appropriate amount of additional time is given for further validation of the patch, depending on the
severity of the change. This helps minimize any downtime (and the subsequent roll back) caused by a patch of poor quality. Once validated, the
patch is deployed on the remaining servers.

11.4. REGULAR BACKUPS

To ensure that a safe copy of all data is on hand in case of catastrophic failure of all database storage systems, backups of the main database are
performed regularlg. We perform full backups on both a weekly and monthly basis. We augment these full backups with differential backups
performed daily. The backup process is monitored and any failure is immediately escalated to the systems engineering team. Additional details on
our backup strategy and procedures can be found in our response to Question 37.

11.5. DATA ESCROW

Data escrow is a critical registry function. Escrowing our data on a regular basis ensures that a safe, restorable copy of the registration data is
available should all other attempts to restore our data fail. Our escrow process is performed in accordance with Specification 2. Additional details
on our data escrow procedures can be found in our response to Question 38.

11.6. REGULAR TRAINING

Ongoing security awareness training is critical to ensuring users are aware of security threats and concerns. To sustain this awareness, we have
training programs in place designed to ensure corporate security policies pertainin? to registry and other operations are understood by all personnel.
All employees must pass a proficiency exam and sign the Information Security Policy as part of their employment. Further detail on our security
awareness training can be found in our response to Question 30a.

We conduct failover training regularly to ensure all required personnel are up-to-date on failover process and have the regular practice needed to
ensure successful failover should it be necessary. We also use failover training to validate current policies and procedures. For additional details on
our failover training, please refer to our response to Question 41.

11.7. ACCESS CONTROL

User authentication is required to access any network or system resource. User accounts are granted the minimum access necessary. Access to
production resources is restricted to key IT personnel. Physical access to production resources is extremely limited and given only as needed to IT-
approved personnel. For further details on our access control policies, please refer to our response to Question 30a.

11.8. 247 MONITORING AND REGISTRAR TECHNICAL SUPPORT

We employ a full-time staff trained specifically on monitoring and suEporting the services we provide. This staff is equipped with documentation
outlining our processes for providing first-tier analysis, issue troubleshooting, and incident handling. This team is also equipped with specialty tools
developed specifically to safely aid in diagnostics. On-call staff second-tier support is available to assist when necessary. To optimize the service
we provide, we conduct ongoing training in both basic and more advanced customer support and conduct additional training, as needed, when new
system or tool features are introduced or solutions to common issues are developed.

12.0. SRS INFRASTRUCTURE

As shown in Attachment A, Figure 1, our SRS infrastructure consists of two identically provisioned and configured datacenters with each served by
multiple bandwidth providers.

For clarity in Figure 1, connecting lines through the load balancing devices between the Protocol Layer and the Services Layer are omitted. All

hardware connecting to the Services Layer goes through a load-balancing device. This device distributes the load across the multiple machines
providing the services. This detail is illustrated more clearly in subsequent diagrams in Attachment A.
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13.0 RESOURCING PLAN

Resources for the continued development and maintenance of the SRS and ancillary services have been carefully considered. We have a significant
portion of the required personnel on hand and plan to hire additional technical resources, as indicated below. Resources on hand are existing full
time employees whose primary responsibility is the SRS.

For descriptions of the foIIowin? teams, please refer to the resourcing section of our response to Question 31, Technical Review of Proposed
Registry. Current and planned allocations are below.

Software Engineering:

- Existing Department Personnel: Project Manager, Development Manager, two Sr. Software Engineers, two, Sr. Database Engineer, Quality
Assurance Engineer ) ) . . .

- First Year New Hires: Web Developer, Database Engineer, Technical Writer, Build/Deployment Engineer

Systems Engineering:

- Existing Department Personnel: Sr. Director IT Operations, two Sr. Systems Administrators, two Systems Administrators, two Sr. Systems
Engineers, two Systems Engineers

- First Year New Hires: Systems Engineer

Network Engineering:

- Existing Department Personnel: Sr. Director IT Operations, two Sr. Network Engineers, two Network Engineers
- First Year New Hires: Network Engineer

Database Operations:

- Existing Department Personnel: Sr. Database Operations Manager, 2 Database Administrators

Information Security Team:

- Existing Department Personnel: Director of Information Security, Sr. Information Security Specialist, Information Security Specialists, Sr.
Information Security Engineer, Information Security Engineer

- First Year New Hires: Information Security Engineer

Network Operations Center (NOC):

- Existing Department Personnel: Manager, two NOC Supervisors, 12 NOC Analysts
- First Year New Hires: Eight NOC Analysts

25. Extensible Provisioning Protocol (EPP)

Q25 CHAR: 20820

TLD Applicant is applying to become an ICANN accredited Top Level Domain (TLD) registry. TLD Applicant meets the operational, technical,

and financial capability re?jwrements to pursue, secure and operate the TLD registry. The resgonses to technical capability questions were grepared
y

to demonstrate, with confidence, that the technical capabilities of TLD Applicant meet and substantially exceed the requirements proposed
ICANN.

1.0. INTRODUCTION

Our SRS EPP interface is a proprietary network service compliant with RFC 3735 and RFCs 5730-4. The EPP interface gives registrars a
standardized programmatic access point to provision and manage domain name registrations.

2.0. IMPLEMENTATION EXPERIENCE

The SRS implementation for our gTLD leverages extensive experience implementing long-running, highly available network services accessible.
Our EPP interface was written by highly experienced engineers focused on meeting strict requirements developed to ensure quality of service and
uptime. The development staff has extensive experience In the domain name industry.

3.0. TRANSPORT

The EPP core specification for transport does not specify that a specific transport method be used and is, thus, flexible enough for use over a variety
of transport methods. However, EPP is most commonly used over TCPAP and secured with a Transport Layer Security (TLS) layer for domain
registration purposes. Our EPP interface uses the industry standard TCP with TLS.

4.0. REGISTRARS’ EXPERIENCE

Registrars will find our EPP interface familiar and seamless. As part of the account creation process, a registrar provides us with information we use
to authenticate them. The registrar provides us with two subnets indicating the connection’s origination. In addition, the registrar provides us with
the Common Name specified in the certificate used to identify and validate the connection.

Also, as part of the account creation process, we provide the registrar with authentication credentials. These credentials consist of a client identifier
and an initial password and are provided in an out-of-band, secure manner. These credentials are used to authenticate the registrar when starting an
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EPP session.

Prior to getting access to the production interfaces, registrars have access to an Operational Test and Evaluation (OT&E) environment. This
environment is an isolated area that allows registrars to develop and test against registry systems without any impact to production. The OT&E
environment also provides registrars the opportunity to test implementation of custom extensions we may require.

Once a registrar has completed testing and is prepared to ﬂo live, the registrar is provided a Scripted Server Environment. This environment
contains an EPP interface and database pre-populated with known data. To verify that the registrar’s implementations are correct and minimally
suitable for the production environment, the registrar is required to run through a series of exercises. Only after successful performance of these
exercises is a registrar allowed access to production services.

5.0. SESSIONS

The only connections that are allowed are those from subnets previously communicated during account set up. The registrar originates the _
conréectcllon to t?e SRS and must do so securely using a Transport Layer Security (TLS) encrypted channel over TCPAP using the IANA assigned
standard port of 700.

The TLS protocol establishes an encrypted channel and confirms the identity of each machine to its counterpart. During TLS negotiation,
certificates are exchanged to mutually verify identities. Because mutual authentication is required, the registrar certificate must be sent during the
negotiation. If it is not sent, the connection 1s terminated and the event logged.

The SRS first examines the Common Name (CN]Z. The SRS then compares the Common Name to the one provided by the registrar during account
set up. The SRS then validates the certificate by ollpwlnghthe signature chain, ensures that the chain is complete, and terminates against our store of
root (I:ertlflgate Authorities (CA). The SRS also verifies the revocation status with the root CA. If these fail, the connection is terminated and the
event logged.

Upon successful completion of the TLS handshake and the subsequent client validation, the SRS automatically sends the EPP greeting. Then the
registrar initiates a new session by sending the login command with their authentication credentials. The SRS passes the credentials to the database
for validation over an encrypted channel. Policy limits the number of failed login attempts. If the registrar exceeds the maximum number of
attempts, the connection to the server is closed. If authentication was successful, the EPP session is allowed to proceed and a response is returned
indicating that the command was successful.

An established session can only be maintained for a finite period. EPP server policy specifies the timeout and maximum lifetime of a connection.
The policy requires the registrar to send a protocol command within a given timeout period. The maximum lifetime policy for our registry restricts
the connection to a finite overall timespan. If a command is not received within the timeout period or the connection lifetime is exceeded, the
connection is terminated and must be reestablished. Connection lifecycle details are explained in detail in our Registrar Manual.

The EPP interface allows pipelining of commands. For consistency, however, the server only processes one command at a time per session and does
Roj[ examine the next command until a response to the previous command is sent. It is the registrar’s responsibility to track both the commands and
their responses.

6.0. EPP SERVICE SCALE

Our EPP service is horizontally scalable. Its design allows us to add commodity-grade hardware at any time to increase our capacity. The design
employs a 3-tier architecture which consists of protocol, services and data tiers. Servers for the protocol tier handle the loads of SSL negotiation and
protocol validation and parsing. These loads are distributed across a farm of numerous servers balanced by load-balancing devices. The protocol
tier connects to the services tier through load-balancing devices.

The services tier consists of a farm of servers divided logically based on the services provided. Each service category has two or more servers. The
services tier is responsible for registry policy enforcement, registration lifecycle and provisioning, among other services. The services tier connects
to the data tier which consists of Microsoft SQL Server databases for storage.

The data tier is a robust SQL Server installation that consists of a 2-node cluster in an active/active configuration. Each node is designed to handle
the entire load of the registry should the alternate node go offline.

Addgtional details on scale and our plans to service the load we anticipate are described in detail on questions 24: SRS Performance and 32:
Architecture.

7.0. COMPLIANCE WITH CORE AND EPP EXTENSION RFCs
The EPP interface is highly compliant with the following RFCs:

- RFC 5730 Extensible Provisioning Protocol

- RFC 5731 EPP Domain Name Mapping

- RFC 5732 EPP Host Mapping

- RFC 5733 EPP Contact Mapping

- RFC 5734 EPP Transport over TCP

- RFC 3915 Domain Registry Grace Period Mapping

- RFC 5910 Domain Name System (DNS) Security Extensions Mapping

g'hle implementation is fully compliant with all points in each RFC. Where an RFC specifies optional details or service policy, they are explained
elow.

7.1. RFC 5730 EXTENSIBLE PROVISIONING PROTOCOL

Section 2.1 Transport Mapping Considerations - ack. .
Transmission Control Protocol (TCP) in compliance with RFC 5734 with TLS.

Section 2.4 Greeting Format — compliant ) ) ) o
The SRS implementation responds to a successful connection and subsequent TLS handshake with the EPP Greeting. The EPP Greeting is also
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transmitted in response to a <hello’) command. The server includes the EPP versions supported which at this time is only 1.0. The Greeting
contains namespace URIs as {objURV) elements representing the objects the server manages.

The Greeting contains a {svcExtension) element with one {extURI) element for each extension namespace URI implemented by the SRS.

Section 2.7 Extension Framework — compliant
Each mapping and extension, if offered, will comply with RFC 3735 Guidelines for Extending EPP.

Section 2.9 Protocol Commands — compliant

Login command’s optional {options) element is currently ignored. The (versiony _is verified and 1.0 is currently the only acceptable response.
The (lang) element is also ignored because we currently only support English (en). This server policy is reflected’in the greeting.

The client mentions {objURI) elements that contain namespace URIs representing objects to be managed during the session inside  {svcs)
eledmerr]lt m;_Logln request. Requests with unknown {objURI) values are rejected with error information in the response. A {logout) command
ends the client session.

Section 4 Formal syntax - compliant_ ) ) ) ) )
All commands and responses are validated against applicable XML schema before acting on the command or sending the response to the client
re?]pectlvely. XML schema validation is performed against base schema (epp-1.0), common elements schema (eppcom-1.0) and object-specific
schema.

Section 5 Internationalization Considerations - compliant ) ) ) ) ) )
EPP XML recognizes both UTF-8 and UTF-16. All date-time values are presented in Universal Coordinated Time using Gregorian calendar.

7.2. RFC 5731 EPP DOMAIN NAME MAPPING

Section 2.1 Domain and Host names — compliant ) _ i
The domain and host names are validated to meet conformance requirements mentioned in RFC 0952, 1123 and 3490.

Section 2.2 Contact and Client Identifiers — compliant o o
All EPP contacts are identified by a server-unique identifier. Contact identifiers conform to “clIDType” syntax described in RFC 5730.

Section 2.3 Status Values — compliant ) ) ) ) )
A domain object always has at least one associated status value. Status value can only be set by the sponsoring client or the registry server where it
resides. Status values set by server cannot be altered by client. Certain combinations of statuses are not permitted as described by RFC.

Section 2.4 Dates and Times — compliant ] ) ) ) ) ) ) )
Date and time attribute values are represented in Universal Coordinated Time (UTC) using Gregorian calendar, in conformance with XML schema.

Section 2.5 Validity Periods — compliant S o
Our SRS implementation supports validity periods in unit year (“y”). The default period is 1y.

Section 3.1.1 EPP {check) Command - compliant ] ]
A maximum of 5 domains can be checked in a single command request as defined by server policy.

Section 3.1.2 EPP (info) Command — compliant ) _ o ) _ ) ) _
EPP (info) command is used to retrieve information associated with a domain object. If the querying Registrar is not the sponsoring registrar and
the registrar does not provide valid authorization information, the server does not send any domain elements in response per server policy.

Section 3.1.3 EPP <(transfer) Query Command — compliant _ ) _ )
EPP <(transfer) command provides a query operation that allows a client to determine the real-time status of pending and completed transfer
requests. If the authinfo element is not provided or authorization information is invalid, the command is rejected for authorization.

Section 3.2.4 EPP (transfery Command — compliant ) o
All subordinate host objects to the domain are transferred along with the domain object.

7.3. RFC 5732 EPP HOST MAPPING

Section 2.1 Host Names — compliant _ _ )
The host names are validated to meet conformance requirements mentioned in RFC 0952, 1123 and 3490.

Section 2.2 Contact and Client Identifiers — compliant o o
All EPP clients are identified by a server-unique identifier. Client identifiers conform to “clIDType” syntax described in RFC 5730.

Section 2.5 IP Addresses — compliant
The syntax for IPv4 addresses conform to RFC0791. The syntax for IPv6 addresses conform to RFC4291.

Section 3.1.1 EPP {check) Command - compliant _
Maximum of five host names can be checked in a single command request set by server policy.

Section 3.1.2 EPP (info) Command — compliant _ ] o
If the querying client is not a sponsoring client, the server does not send any host object elements in response and the request is rejected for
authorization according to server policy.

Section 3.2.2 EPP  (delete) Command — compliant
A delete is permitted only if the host is not delegated.

Section 3.2.2 EPP {update) Command — comﬁliant o _